
A vulnerability assessment was performed on the target device. This report summarizes the details of detected vulnerabilities and
recommended countermeasures.

Vulnerability Assessment Results (Summary)�

Vulnerability Scan Result

Critical
Total Vulnerabilities

109
Highest CVSS Score

9.8

  
Scan Date/Time 2026/06/29 17:42:33
Product Name VaccineUSB3
Product Version 310
CVSS Version 3.1
Assessment Scope WindowsOS
Data Source MSRC
Data Source Update 2026/06/16
Target Computer Name SEMI-DEVICE-MANAGEMENT-SERVER-ABC
Assessment Result Critical security updates requiring prompt application are pending.  (Pending patches: 3)

Product Information�️

Product Name VaccineUSB3
Product Serial Number FA100A001177
Product Version 310
CVSS Version 3.1
Assessment Scope WindowsOS
Data Source MSRC
Data Source Update 2026/06/16
License Expiry Date 2027/10/23

Target Device Information�

Computer Name SEMI-DEVICE-MANAGEMENT-SERVER-ABC
OS Information Windows Server 2025 Standard Server (build 26100), 64bit
User Name Hagiwara Taro
Workgroup WORKGROUP
IP Address 192.168.92.130,
MAC Address 00-0C-29-9D-97-xx,
Network status at data collection Offline

Vulnerability Assessment Results�

Vulnerability Scan Result Critical
Total Vulnerabilities 109
┣  Critical (CVSS 10.0-9.0) 5
┣  High (CVSS 8.9-7.0) 83
┣  Medium (CVSS 6.9-4.0) 20
┗  Low (CVSS 3.9-0.1) 1

Highest CVSS Score 9.8
Average CVSS Score 7.4
Patch Status Critical security updates requiring prompt application are pending.

VaccineUSB3 Vulnerability Report Powered by HAGIWARA Solutions Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



Critical Valunerability Detail (CVSS 10.0-9.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-42904 9.6
Windows TCP/IP
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:A/AC:L/P
R:N/UI:N/S:C/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44815 9.8
DHCP Client Service
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-121
CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45602 9.1

Windows Dynam ic
Host Configuration
Protocol (DHCP)
Tam pering
Vulnerability

Windows Server 2025 KB5094125 CWE-349
CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-45657 9.8
Windows Kernel
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47291 9.8
HTTP.sys Rem ote
Code Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-33828 7.8
Windows Device
Health Attestation
(DHA) Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-501
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-34335 7.0
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-40404 7.8

Windows Universal
Disk Form at File
System  Driver (UDFS)
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-40409 7.8

Windows Universal
Disk Form at File
System  Driver (UDFS)
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-197
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-41092 7.8
Microsoft Kinect
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-284
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-41108 7.0
Windows DNS Client
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42828 7.8
Windows Projected
File System  Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-126
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42836 7.0
Windows Function
Discovery Service
(fdwsd.dll) Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42837 7.8
Windows Projected
File System  Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42905 7.8
Windows DWM Core
Library Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42908 7.5

Windows Rem ote
Desktop Protocol
(RDP) Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42909 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C
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High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-42910 7.8
Windows Hotpatch
Monitoring Service
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-787
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42911 7.0
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42912 7.0
Windows Telephony
Service Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42913 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42916 7.8
NT O S Kernel
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42974 8.1

Windows
Perform ance Monitor
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:N/AC:H/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42977 7.8
Windows Push
Notifications Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:C/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42978 7.8
Windows Push
Notifications Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:C/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42979 7.8
Windows Push
Notifications Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:C/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42980 7.8
NT O S Kernel
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-191
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42981 8.1

Windows
Perform ance Monitor
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-191
CVSS:3.1/AV:N/AC:H/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42983 7.8
Windows DWM Core
Library Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C
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High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-42984 7.0
Windows Kernel
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42985 8.8
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42986 7.8
Microsoft Graphics
Com ponent Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42987 8.1
Windows Deploym ent
Services (WDS)
Rem ote Code
Execution

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:H/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42989 7.8 Winlogon Elevation of
Privilege Vulnerability Windows Server 2025 KB5094125 CWE-59

CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42991 7.8
Windows Push
Notifications Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:C/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42992 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-42993 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44799 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44801 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44802 7.8
Windows DWM Core
Library Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44803 7.8
Windows Graphics
Com ponent Rem ote
Code Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:L/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C
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High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-44809 7.8
Windows Com m on
Log File System  Driver
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44810 8.4
Microsoft
Cryptographic
Services Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-287
CVSS:3.1/AV:L/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-44812 7.8
Windows Graphics
Com ponent Rem ote
Code Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:L/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45487 7.8
Windows Program
Com patibility Assistant
Service Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-367
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45586 7.8

Windows
Collaborative
Translation Fram ework
(CTFMO N) Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-59
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45588 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-45592 7.8
Windows Internet
(wininet.dll) Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45593 7.8
Windows SDK
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45596 7.0
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45597 7.0

Windows UI
Autom ation Manager
(uiam anager.dll)
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45598 7.0
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45599 8.1
Windows UPnP
Device Host Rem ote
Code Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:H/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C
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High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-45600 7.8
Windows Kernel-
Mode Driver Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-843
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45601 7.0
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45603 7.0
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-362
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45605 7.8
Windows Bluetooth
Service Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45607 8.4
Windows Hyper-V
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45635 8.1
Windows UPnP
Device Host Rem ote
Code Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-843
CVSS:3.1/AV:N/AC:H/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45636 7.8
Windows NTFS
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45637 7.8
Microsoft DWM Core
Library Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45638 7.8
Windows Ancillary
Function Driver for
WinSock Elevation of
Privilege Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45639 7.5

Windows Rem ote
Desktop Protocol
(RDP) Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-45640 7.0
Windows Bluetooth
Port Driver Elevation
of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45641 8.4
Windows Hyper-V
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-843
CVSS:3.1/AV:L/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C
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High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-45648 8.8

Windows Active
Directory Dom ain
Services Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-121
CVSS:3.1/AV:N/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45653 7.0
Windows Kernel
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45654 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-284
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-45656 7.8
UEFI Secure Boot
Security Feature
Bypass Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-45658 7.8
Windows BitLocker
Security Feature
Bypass Vulnerability

Windows Server 2025 KB5094125 CWE-284
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47288 7.1
Windows Kerberos
Key Distribution
Center (KDC) Rem ote
Code Execution

Windows Server 2025 KB5094125 CWE-190
CVSS:3.1/AV:A/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47289 8.8
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:N/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47648 7.0
Windows Storage
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-426
CVSS:3.1/AV:L/AC:H/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47652 8.2
Windows Hyper-V
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47653 8.8
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-47654 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:T/RC:C

CVE-2026-47656 7.9
Windows Boot
Manager Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



High Valunerability Detail (CVSS 8.9-7.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-48563 7.5
Rem ote Desktop
Client Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:N/AC:H/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-48568 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-48570 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:P/RL:O /RC:C

CVE-2026-48573 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-1329
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-48574 7.8
Windows Media
Rem ote Code
Execution
Vulnerability

Windows Server 2025 KB5094125 CWE-122
CVSS:3.1/AV:L/AC:L/P
R:N/UI:R/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-48575 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-48576 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-1329
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-48578 7.9
Secure Boot Security
Feature Bypass
Vulnerability

Windows Server 2025 KB5094125 CWE-284
CVSS:3.1/AV:L/AC:L/P
R:H/UI:N/S:C/C:H/I:H/
A:N/E:U/RL:O /RC:C

CVE-2026-48583 7.8
Windows Kernel
Elevation of Privilege
Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

CVE-2026-49160 7.5 HTTP.sys Denial of
Service Vulnerability Windows Server 2025 KB5094125 CWE-400

CVSS:3.1/AV:N/AC:L/P
R:N/UI:N/S:U/C:N/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-8863 7.8
UEFI Secure Boot
Security Feature
Bypass Vulnerability

Windows Server 2025 KB5094125 CWE-1329
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:H/
A:H/E:U/RL:O /RC:C

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



Medium Valunerability Detail (CVSS 6.9-4.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-45585 6.8
Windows BitLocker
Security Feature
Bypass Vulnerability

Windows Server 2025 KB5094125 CWE-77
CVSS:3.1/AV:P/AC:L/P
R:N/UI:N/S:U/C:H/I:H/
A:H/E:P/RL:W/RC:C

CVE-2026-42903 6.5
Windows Kerberos
Denial of Service
Vulnerability

Windows Server 2025 KB5094125 CWE-476
CVSS:3.1/AV:N/AC:L/P
R:L/UI:N/S:U/C:N/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-42906 5.5
Windows Shell
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42907 6.5
Windows Shell
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:N/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42914 5.3
Windows Kerberos
Denial of Service
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:N/AC:H/P
R:L/UI:N/S:U/C:N/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-42915 5.5
Microsoft Windows
VMSwitch Denial of
Service Vulnerability

Windows Server 2025 KB5094125 CWE-131
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:N/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-42968 5.5
Windows Telephony
Server Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42969 5.5

Windows Push
Notification
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-908
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42970 5.5

Windows Push
Notification
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42971 5.5

Windows Push
Notification
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42972 5.5
Windows Hyper-V
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-42973 5.5

Windows Push
Notification
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



Medium Valunerability Detail (CVSS 6.9-4.0)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-44805 5.5
Windows Network
Controller (NC) Host
Agent Denial of
Service Vulnerability

Windows Server 2025 KB5094125 CWE-416
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:N/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-45594 5.5

Windows Application
Identity (AppID)
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-200
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-45595 5.4
Windows Mark of the
Web Security Feature
Bypass Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:N/AC:L/P
R:N/UI:R/S:U/C:N/I:L/
A:L/E:U/RL:O /RC:C

CVE-2026-45604 5.5
Windows Managed
Installer Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-45606 5.5
Microsoft UxThem e
Library (uxthem e.dll)
Denial of Service
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:N/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-45608 6.8
Windows DHCP Client
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:N/UI:N/S:U/C:L/I:N/
A:H/E:U/RL:O /RC:C

CVE-2026-45634 5.5
Windows DHCP Client
Inform ation
Disclosure
Vulnerability

Windows Server 2025 KB5094125 CWE-125
CVSS:3.1/AV:L/AC:L/P
R:L/UI:N/S:U/C:H/I:N/
A:N/E:U/RL:O /RC:C

CVE-2026-45655 5.3
Windows BitLocker
Security Feature
Bypass Vulnerability

Windows Server 2025 KB5094125 CWE-693
CVSS:3.1/AV:P/AC:L/P
R:N/UI:N/S:C/C:H/I:N/
A:N/E:U/RL:O /RC:C

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



Low Valunerability Detail (CVSS 3.9-0.1)⚠️

CVE No. Score Valunerability Title Affected Product Patch CWE No. CVSS Vector

CVE-2026-45642 3.9

Microsoft Azure
Attestation service and
Device Health
Attestation Service
Spoofing Vulnerability

Windows Server 2025 KB5094125 CWE-20
CVSS:3.1/AV:P/AC:L/P
R:H/UI:N/S:U/C:N/I:H/
A:N/E:U/RL:O /RC:C

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



Installed Software Information�

Software Name Publisher Version

Microsoft Edge Microsoft Corporation 122.0.2365.106
Microsoft Edge WebView2 Runtim e 122.0.2365.106
Microsoft Visual C++ 2015-2022 Redistributable (x64) - 14.36.32532 Microsoft Corporation 14.36.32532.0
Microsoft Visual C++ 2015-2022 Redistributable (x86) - 14.36.32532 Microsoft Corporation 14.36.32532.0
Microsoft Visual C++ 2022 X64 Additional Runtim e - 14.36.32532 Microsoft Corporation 14.36.32532
Microsoft Visual C++ 2022 X64 Minim um  Runtim e - 14.36.32532 Microsoft Corporation 14.36.32532
Microsoft Visual C++ 2022 X86 Additional Runtim e - 14.36.32532 Microsoft Corporation 14.36.32532
Microsoft Visual C++ 2022 X86 Minim um  Runtim e - 14.36.32532 Microsoft Corporation 14.36.32532
VMware Tools VMware, Inc. 12.4.5.23787635

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Cert ID: FA100A001177_2026_0629_174309



Missing Updates❌

M issing Update Name

KB5094125
KB5087051
KB890830

VaccineUSB3 Vulnerability Assessment Report Cert ID: FA100A001177_2026_0629_174309



Reference Information (Excluded Updates)ℹ️

The following updates could not be associated with CVE vulnerabilities because they are not registered in the vulnerability
assessment database.

These are excluded from the vulnerability assessment, but are listed here for reference.

KB Number

KB5087051

KB890830

VaccineUSB3 Vulnerability Assessment Report Issue Date: 2026/06/29
Certificate ID:FA100A001177_2026_0629_174309
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